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TRANSCRIPTION

[00:01]
TW:

Today is Thursday, March 24th, 2022. My name is Todd Welch, from the Merrill-Cazier Library
Special Collections and Archives. This morning we are interviewing USU’s Chief Information
Officer, Eric Hawley. This is another oral history interview for the Covid Collection project.
Good morning, Mr. Hawley.

EH:

How are you? Such a pleasure to be here on this beautiful spring day. Pine trees behind us, the
wind blowing out of the canyon in the east.

TW:

So, Mr. Hawley, when did you start your career at USU, and what were the positions that you
served in during your time at USU?
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EH:

Oh, my heavens! I started here fresh out of high school. I came here in 1991, after participating in
an engineering state program in my high school, introduced me here to Utah State. Of course, my
parents have been here. And I figured I had to get employment. So, I began actually in a custodial
position: helping in the Eccles Conference Center, setting up chairs and cleaning toilets in that
area. By this time, it was 1994.
In 1994, the internet was just entering the public consciousness. And that was good, because it
meant if you could stare authoritatively at a keyboard, you got a job in IT.

TW:

[Laughing]

EH:

So, that’s how it all started. Someone actually asked me, “Hey, Eric – do you know how to install
a Novell Netware server?” I said, [hesitantly] “Yes.” So, my entire career began with a lie. Well
not really, because it turned out that I could, because it came with a user’s manual; and I had an
older brother who helped me out. So, that was my auspicious start in IT.
And ever since, I graduated in Computer Engineering. Folks would say, planning on heading out
and seeing the world. And great peers and mentors of the universe, you would say, “No, stay! We
have jobs here, and you can work on your next degree.” Which was Management Information
Systems.

[02:08]
And then I’d graduate and they’d say, “Hey, we have jobs here; you can stay! And you can work
on your next degree.” And then I finished my doctorate in Education – so, shifting from the
highly technical, to the mix of the business and technical, and then to the business that I’m in.
And had opportunities and continued to teach here. Have worked for Continuing Education, and
Conference Services. Traveled the state – which is a fabulous opportunity, working for a landgrant institution in the great state of Utah. And getting to know the broad diversity of the people,
students, faculty, staff and communities around the state that this great institution serves. And it’s
just always been a privilege to help make the servers and wires happen over time.
And now, growing into helping the people who keep the servers and wires at the university going
– although, it’s now much more virtual and less physical than it used to be.
So, in brief (or not so brief) that’s a short history of my universe.
TW:

Okay. And when did you become the Chief Information Officer?

EH:

Eleven years ago.

TW:

Okay.

EH:

Gartner at an IT analyst firm says the average CIO position is four years and six months; so, I’ve
overstayed my welcome. I’ve given them plenty of opportunities to kick me out, and they haven’t
taken me up on one of them. No, it’s been great.

TW:

What are the scope of responsibilities and duties that you have in your job position?

EH:

Right now, this position is best served as bridging the university’s educational and business
processes, with the technical pieces to make it happen.
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There’s a lot of translating technical stuff into language and outcomes that matter for normal
humans (not that IT people aren’t normal humans), but there’s plenty of jargon, and plenty of
technical pieces. And of course, we are all used to the technical oral in our pockets and our
homes. And that works best when the technology is transparent and helps meet a human need.
[04:25]
So, if we are shaping the organization and our attitude to where we’re helping people solve
human needs, and technology is just a tool, then we’re doing it right. And that’s what I see my job
as.
TW:

And who do you report to?

EH:

Dual reporting; so, to Dave Cowley – his unofficial title is the Chief Financial Officer, his official
title is Vice President of (it used to be Business and Finance, but it’s all new now) – Vice
President of Finance and Administrative Services; and then, of course, President Cockett.
Though, I was hired by President Albrecht, who I told I wouldn’t take the job unless he let me
teach, because I wanted to remain close to the real business of the university.

TW:

And you teach in the business school?

EH:

I do; I teach in the Huntsman School of Business, in the (was called the Management Information
Systems Department) – its name just changed to the Data Analytics and Information Systems
Department, which also shows a little bit of shift in IT, as data and use of data and data analysis is
more and more important in the world today. Which of course, our subject today (in Covid), you
know some of that data analysis I think was big in what happened here, at the university.
But the two courses I teach is a graduate course called IS Strategy (or last week’s horror stories as
CIO). So, I get to go in and tell students in real-time what I’m going to go try, and I tell them, “If
I show up next week with a pink slip because it didn’t go well, don’t worry: it will be for their
benefit and their experience.”
The other course that I teach is IT Networking, to remind me of the good old days when I could
actually do technical work: the core foundations of how we get stuff to communicate with other
stuff, and how the internet works. And that’s shaping into cyber security now in that program.
And I love doing that – I love teaching. I love being close to the real business of the university,
and I think that that helps shape the direction of IT staff, to remind us why we’re here.

[06:33]
TW:

So, IT Services – what comprises, regarding the size of the staff, and how many student workers
do you employ?

EH:

We’ve got about 87 students in place now. About 67 full-time employees here, in the central IT
unit. Of course, Utah State University has a number of decentralized IT staff that support
different academic units; and we work to create one, big IT family that works together,
irrespective of organizational chart.

TW:

So, if you were to get into to your time machine and go back prior to March of 2020, what were
IT Services initiatives, programming, planning – what were the priorities that IT Services had on
their radar?
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EH:

Boy, great question. In 2019, I suppose, was the year we were coasting along: I think keeping
infrastructure up, keeping services operational. There’s always two sides of IT, right? There’s the
power company side, which is just keeping the lights on. Now, in the IT world, that’s being
transparent, that’s being efficient, that’s keeping costs low, that’s keeping the services the
student, faculty and staff expect to have just working, without thought. And of course, we were
continuing to do that.
And in the background, that takes a lot of work. There’s always an incredible amount of
equipment that has to be replaced, services that need to be upgraded to maintain transparently.
We were working on increasing our disaster recovery in business continuity, back in 2019. In
2019, we suffered (for the first time) a data center outage. In human terms, that would be when
your brain turns off – which is not a great thing. We hadn’t had that happen in 20 years. And we
learned that there was one component: a single point of failure (a power transfer switch) that
didn’t do its job right, back in the day. And of course, with single points of failure, when a single
point fails bad things happen.

[09:00]
This, of course, was a single point of failure for the brain of the university, where a lot of our
servers lived. And when the brain shuts off, we have to reboot things in a very careful way, to
make sure that we don’t lose data. Data is important – imagine losing transcripts back to 1888
[laughs], with all of those things.
And so, well one – we learned that our processes for rebooting the brain worked, because we got
the university back up in six hours. That was really good. But then we started holding questions,
“Wait, should we risk that again? How could we increase our robustness?” And so, we were
starting to think about, “How could we operate the university if connection to Cache Valley
couldn’t exist?”
TW:

Okay.

EH:

For some reason. We are a university that’s larger than Cache Valley – so, thinking about those
pieces.
The other thing that we were thinking about, and this was from a university perspective – so, we
were considering in 2019, creating (now I’m going to use the technical term here, forgive me) the
technical term is a CRM: Customer Relationship Management piece of software. Every company
has these. It’s how they track communications and interactions with clients and customers. And at
Utah State University, we have eight of those.
So, as a student, we’re tracking communications when you apply in an application system. We’re
tracking communications when you’re at a college, in that college’s system. When you graduate,
we’re tracking communications in an alumni system. And these communications are all disparate.
And nobody knows what financial aid is talking to a student, or what an advisor is talking to a
student – it’s all disjointed. And it makes for inefficient and ineffective communications.
And so, we were talking about – now this is my term, not the university’s term – creating one
communication system to rule them all. Instead of eight non-communicating disparate ones, what
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if we could treat a student as, and manage their communications, and track how we work with
them in one system across their entire life cycle?
From when they’re in high school and taking concurrent enrollment, all the way through their
academic program, to when they’re a rich CEO and donating back to the university as alumni.
And tracking those interactions so that we can better know what we’re communicating, and assist
that student throughout their life cycle; rather than treating them as eight different people,
depending on where they find themselves.
[11:45]
And so, we were just about to do that and Covid hit. And financial uncertainty hit. And wait – can
we do this? Should we do this? Do we have the time, attention, and energy to do it? And that’s
kind of where we left off.
TW:

And you had a new building in the works too, didn’t you?

EH:

Oh, thank you for reminding me of that. We’re being interviewed – we just moved in one month
ago; here we are in March 2022, in a brand-new building. The first building built for the IT
organization. We were spread out across the university, having grown organically since the start
of the internet [laughing].
Back here, at the university and found an opportunity (pre-Covid) to get a building funded, to
bring IT together in one building. But also, to open up a ton of space around campus, to allow
some strategic replacement and some organic growth in academic units, without having to expand
or rebuild buildings on the central academic campus.
That one is super fortunate that we got in place prior to Covid, because had Covid hit, and had
that not been funded, contracted and committed already – I don’t think this building would have
happened, given the dramatic increases in cost, problems in supply chain, uncertainty in budgets,
redirection of time and attention (not just for that student communication project, but here).
So, this was a situation that we got in by the hair of our chinny-chin-chins. And I can say by the
hair of our chinny-chin-chins because both myself and you (today) are sprouting some – a little
gray, for the record. [Laughs]

TW:

So, talking about redirecting attention and energies – what was the initial reaction of IT Services
to the March 12th, March 13th, 2020 initial outbreak of Covid?

[13:55]
EH:

I’ll start with my initial reaction, then we’ll talk about the organization’s reaction.
I remember sitting in my office in the Science Engineering Research building. And we were
following this as it was happening. And the big trigger point for me was when the public school
district said, “Wait! Everybody: kids, don’t come to school.” And I don’t – memory is a funny
thing, and so this is perception and perhaps not reality. But in my mind, I think that occurred
before the university really shifted into a full [??] at the university.
I think K-12 started moving first, nationally, and in the state of Utah. And when we realized,
“Wait! The kids are going to be attending school from home,” that was the switch in my brain
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that persists today as, if I had to pick a border, a transition line between then and now – that’s
when it’s like, “Oh, wow; this is real, and it’s big, and it’s changing how we do stuff.”
And I remember immediately thinking, “Okay, this is happening. What is that going to mean for
us? Because if public is doing this, where are we next?”
TW:

And so? [Laughs]

EH:

[Sighs] This happened so fast. You know, it was almost a collapse in many ways. You know, K12, immediately followed by, “Okay, we’re shifting,” immediately followed by, you know, the
university announcing its three days of closure to say, “We’re going to be shifting a lot of these
pieces.”

[15:55]
We, in the IT organization I will say that we – and from a university perspective – we had most of
the infrastructure in place. At Utah State University, we already – being the land-grant – we
know, and at the time it was called Distance Education (Continuing Education, Distance
Education), which I had grown up in supporting around the state. This institution knew how to do
remote.
We have an amazing group called Utah Education Network in the state of Utah, that provides
connectivity to not just higher education, but K-12 around the state. And this is an infrastructure
that has grown up over the last 20 years to be very, very capable and robust.
How cool is it when you realize there’s an emergency that you’ve got a tank full of gas, you’ve
got new tires on the truck; and not only that, connected to this truck you’ve got a beautiful RV
with batteries and solar power, and you can head out and get what you’ve done.
Utah State University already had the IT infrastructure – not just networks, but software to pull
this off. We had already been working on a product called Instructure Canvas. If you’ve ever
been at Utah State University, you know the word Canvas. That’s the online learning
management system.
All those pieces were there, and already 80% of faculty were using the online system in some
way. Utah State University has always had a robust technology-based, learning-based
infrastructure. And so, we didn’t have to panic about the infrastructure, and that is perfect, that is
amazing, because that allowed us to focus not on the technology, but to focus on, “Okay, how do
we change our use of, and change to teach more using this technology?”
What a privilege to not have to worry about the infrastructure and worry about just using it in the
new world that we’re in. And I’m sure you’ll hear these stories as you interview others.
[18:16]
Robert Wagner, Vice President for Academic Instructional Services, who holds the instructional
design group: Center for Instructional Design – they’re the users of a lot of this technology. So,
IT builds the [??], makes sure the tires are inflated, and there’s plenty of tread on them, and
there’s gas in the tank, and there’s enough capability and capacity to support load – which we
had. We didn’t have to change much to support that load.
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Robert and his group needed to get in and drive it, and train more drivers, because a lot of the
faculty were in-person classes. You know, when the university shut down for three days, that was
to convert nearly 4,000 in-person classes to online over those three days. And that’s something
that Robert (I’m sure) will tell the story of in driving.
But from the IT perspective in making sure the vehicle was ready – we were already there.
Literally the only thing we needed to increase on capacity as we made that massive shift of
employees working from home, and students working from home was upgrading our connections
to (here are some more acronyms, folks) VPN. If you’ve ever been employed, you know what
VPN is, because all companies use it. It’s a way to securely access network and services when
you’re not on a company’s secure network.
So, faculty, students, the operational side of the university: the payroll office, the controller’s
office, finance office all needed ways to access pieces. Library databases, in that sense, that were
geographical restricted, that you could only access library resources if you were on our campus.
Fortunately, library and IT had worked together, we know how to do this with Distance
Education.
[20:19]
We had to increase our capacity for people to securely connect remotely to do the business that
we had previously only let them do if they were on a local campus. And so, we had to increase a
few software licenses there. But other than that, from a technology perspective, we were set.
Now, from a people perspective – sending people home to work, that was different. Because that
happened overnight at the university. I mean, literally it was like, “Okay everybody, we’re
working from home. We’re closing for three days, we’re working from home.”
Fortunately, the IT staff were able to focus on the same things other employees and faculty were
doing, which is, “How can I set up where I’m at to keep doing my job?” And we didn’t really
have to reinvent the infrastructure wheel. Oh my gosh! What a privilege and opportunity that we
could just go use it.
And so, you know, fortunately in IT, and at the university most people already had a computer,
most people already had a laptop – not everyone. And that laptop can plug in anywhere there’s
power and an internet connection. And so, it was pretty much pick up your stuff and head out; go
plug it in at home.
Now there had to be a little bit of training, because phone is still a thing in 2019, 2020, 2021;
although, at this stage, everybody prefers Slack and Instant Messaging, and text messaging –
voice conversations still mattered. The university’s phone system doesn’t really work well off
campus. And so, that was an item that we did have to struggle with: how do we get the phone
calls? Because there’s still an incredible amount of phone calling that happens at this institution,
even though it sounds old school in 2022.
[22:28]
So, there was a lot of training in showing people how to forward their desktop extensions to their
mobile phones. Thank heavens the world had transitioned to mobile phones, or we would have
had more difficulties in that area.
COVID 2022: ERIC HAWLEY
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We also had software-type phones, so that your computer could act as a phone. And configuring
and making sure our call center, so that the service desk worked. You know, call centers where
you’ve got groups of people that handle all of the support calls that come into the university,
whether you’re a student needing help at the Registrar’s Office with your enrollment or
applications; or whether you’re a student or faculty member needing help with technology – we
have these call centers that are manned by students and staff.
We had to replicate that in a distributed way pretty much overnight. Fortunately, the technology
was there and it was more of a training and helping people know what buttons to press to forward
calls to their cell phones and home in a number of areas.
The university, we also had the remote learning pieces. The world is used to brand names like
Zoom, right? Or WebEx, or (to a lesser extent) a product called Adobe Connect were the three
product names in place at the time. The university had WebEx and Adobe Connect when Covid
hit.
Interesting, WebEx, which is the product name produced by a company by the name of Cisco
(which is almost a household name at this time and age, at least in the IT world). That software
didn’t meet all of the needs of the university when it came to doing remote learning. Fortunately,
we had it in place, and so we’re like, “Okay, we can start doing some things on WebEx.” We had
to increase our licensing, but that piece of technology was already there.
[24:35]
But that piece of technology didn’t necessarily work well for what the faculty wanted to do.
When we tried to replicate in-person classrooms, and breaking out into small groups to discuss,
the software didn’t support the ability to create breakout rooms. And this is one of the big
challenges of, “Okay, we’ve got technology; but can that technology replicate the experience? Or
how closely can the virtual world, rather, replicate the in-person environment that we’re working
with?”
And so, it became a ,”Wow, this Cisco WebEx piece isn’t built to handle breakout rooms, or
small-group discussions. How do we do that?”
And we were reaching out like crazy to these third-party software manufactures saying, “Oh my
gosh, your software doesn’t do this – can you do that?”
And the answer was, “No, and we’re trying to hire people to make these changes, but we can’t
hire them because everybody – ahhh!” [Laughing]
They couldn’t respond fast enough. Then entered Zoom. And Zoom, if we recall, the CEO of
Zoom offered to the United States of American K-12 institutions, free use of their product. Just
said, “Here, use it; nationally, use our software.”
Brilliant move commercially. Zoom became the Band-Aid and Jell-O of the world. Zoom is the
word people use, in part, because that company stepped up nationally and said, “Use it for free to
do education; we don’t care – you don’t have to pay us.” Instantly providing an infrastructure tool
that not everybody had. Utah State University had a competing product.
But Zoom also adapted their product faster than other companies were able to. And so, at Utah
State University we made the shift wholesale to Zoom, because that company was able to adapt to
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make their products work more like we needed them to, to replicate our in-person in the virtual
world. And that happened almost globally, that Zoom really started taking market share, because
of those two offers in that area.
[27:05]
I was blown away at how quickly it happened, and honestly, how successfully it happened.
People adapted – holy cow, Charles Darwin! You were right, we can evolve, and faster than the
birds on the island – which, actually, surprised me. There was a lot of fun as we figured out how
to do this remote thing.
It was amazing to me, personally, to be in the basement with all of my kids over in one corner,
and my wife upstairs. I had kids in middle school, and kids in high school; my wife was teaching
art in K-12. I am both teaching and dealing with executive items at the university.
I’ll never forget, I was presenting on security issues to the Board of Trustees at Utah State
University. And of course, everybody knows the security stereotype, right? It’s the hacker in the
hoodie, in the basement with a 40-watt lightbulb, still wearing sunglasses for some reason.
Turned out, I was in a dark basement –
TW:

[Laughs quietly]

EH:

Presenting to the Board of Trustees; I couldn’t resist but throw on a hoodie and sunglasses and
have some fun because of the situation we were in, in replicating the hacker stereotype as we
talked a little bit about the security piece.
And here, I’ve rambled.

TW:

No, this is good.
So, I remember that initial semester, Spring of 2020, when we moved to remote classes; and a lot
of students left campus. Did that affect your student worker population? And were you able to
redistribute the work, or hire students?

EH:

Great question. Great question.

[29:01]
One, as long as students were still employed and in their academic programs, they were remote
just like we were. And from a student perspective, I think it affected the students more,
unfortunately. Because a lot of the students in IT were employed in jobs that were there because
they were in-person. Most of our students are employed in the computer labs, which are
communal areas at the university, where they acted as facilitators. But as Covid hit, and we did
not shut down the labs.
And I think this is an important point to bring up: the Covid exacerbated the digital divide a little
bit. Digital divide is a term for the “have and have nots” for people who have access to
equipment, networks and bandwidth in order to do their work.
If a student didn’t have their own computer, they couldn’t go home and do their class. If they
didn’t have enough bandwidth at home to participate – and again, this turns into the “have and
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have nots” in society, and this maps very, very closely to geographic disparity and services, as
well as social and economic disparity in services.
And there was some assumption that everybody just sort of had these things. That’s an incorrect
assumption to make. And this became prevalent in the student population. As they started going
out – wait, do the students have the resources that they need to be able to work remotely? Or to
study remotely? And it turns out not everyone did.
[31:10]
To talk about the – and interestingly, it was the students (as we spread them out) that helped us
realize, “Wait, we need to deal with the digital divide issue in those areas.”
And so, around this time CARES Act funding was starting to hit, right? Large, federal funding to
say, “Hey, look – here is some money to help survive the change in the world.” And so, the
university purchased – we purchased a number of laptops, to make sure that students could check
out (free of charge) to have laptops that were needed.
In some cases, where students didn’t have enough bandwidth – in this part at Utah State
University, remember, we’ve always been distance education: we have centers all around the
state that have good bandwidth. And so, you know, we implemented social distancing protocols,
and in our computer labs, so that students that didn’t have a good home environment could still
show up to a center anywhere in the state of Utah, and still continue their education, and do so
physically safely, you know, through social distancing, and the cleaning procedures that the
university put in place.
Also, by keeping those things open, we kept our students employed in a lot of those cases. Utah
State University also said, “Look for your wage hourly, find them work. Even if you don’t have
work, find them work, so that we can keep paying them.” That wasn’t an issue for the salaried
employees; that was an issue for students.
So, it became a question of, “Wait, if there isn’t enough work here, let’s think creatively; how can
we find them work to do? What can we do and accomplish?” The facilities environment stepped
up a lot in this. “Well, you know what? Let’s go work on the flower beds? Why not? Because that
can be socially distant.”
[33:20]
Let’s think about a lot of those areas where we focused hard on keeping students paid, so that
their economic world didn’t collapse. And the CARES funding included grants and assistance,
and all sorts of pieces that IT wasn’t directly involved in, in supporting students, their
employment, and doing our best to bridge the digital divide. And doing our best to make sure that
the wage hourly student – those who would be greatly impacted by loss in revenue – would be
impacted.
TW:

So, a question I forgot to ask earlier – and you had touched on it with the hacker (depiction of the
hacker) in the basement with the hood and the sunglasses, with the 40-amp light is –

EH:

[Laughs]
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TW:

What kind of security challenges and did you change policy, procedures with security, due to
everybody working remotely –

EH:

Yeah.

TW:

With the pandemic in general?

EH:

Great question. We didn’t do a lot of policy change, because in emergencies nobody is reading
the policy. Everybody is wanting pragmatically and practically, “What do I need to do today?”
And so, our efforts became education and assistance, not so much policy and procedure. It
became one, as an employee, please your university equipment; save your computers at home for
family who is attending school or doing other things.
Home computers are typically unsafe computers. One, because they don’t have IT professionals
with skills, time and attention ensuring that they’re secure. Two, they have well-meaning
individuals of all ages browsing and clicking whatever they would like, downloading interesting
games. If you’re stuck at home all day, you know what? The computer gaming industry kind of
blew up. Watching movies kind of blew up. Getting bored and clicking around kind of blew up.
All of these actions can, inadvertently, lead people to the dark sides of the net.

[36:00]
The number one, bar none cause of hacks and compromises was social engineering – and still is
to this day. It is manipulating people’s situations and emotions to get them to click on something,
to install something, so that that person can be exploited for further gain. And home computers
without the security controls are just more vulnerable.
One great thing that CARES funding did, from a security perspective, is CARES funding in the
state of Utah (through the state side) – if I recall correctly, it was about $124 million, outside of
the university-allocated CARES funding, that was handed to the group of eight Chief Information
Officers in the system of higher education, to say, “Look, here’s $125 million – what can you do
with this?”
And we received notice of this funding in early Fall 2020. And we were told that all $124 million
had to be spent, documented, fully installed, and fully operational by end of December 2021. So,
we had three to four months. Now, normally at universities, just doing bids and RFPs (requests
for purchasing) can take you three months. No, we had to have stuff selected, purchased,
delivered (supply chain – this is a thing in Covid), and fully installed and documented. And if we
didn’t, then we would be out of compliance for that funding and at risk for audits, or having to
return funding, or who knew what in the future.
So, this was both a challenge and an opportunity. We used some of that funding to increase the
university’s security stature. There is a new class of antivirus software – old-schoolers among us,
knowing names like Norton, and McAfee, and names like that (which actually didn’t have a great
reputation: they were somewhat expensive, and people thought they slowed their computers
down) – that’s an old-school antivirus software.
[38:22]
A new-school of antivirus software is called EDR: it stands for Enterprise, Detection and
Response software. And this stuff uses brains, smarts, artificial intelligence to detect when
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something in the body of the computer and its communications is starting to behave weird. And it
can recognize these changes even if it’s never seen changes of this type before.
Old antivirus software – you’d have to download a data file to update your antivirus software all
the time. And it would look at that data file, and if something didn’t match that data file – it was
profiling, right? It was like imagine TSA with a no-fly list; old antivirus just had a no-fly list. If
you weren’t on the no-fly list, you got let through.
But viruses and security pieces were happening faster than companies could get things on the nofly list. So, this new software uses artificial intelligence to judge new threats that it’s never seen
before.
And so, we were able to purchase some of this more advanced AI (artificial intelligence)-base
software. The product we purchased was called SentinelOne, and asked all employees on all
university-owned computers to ensure that was installed. So, that if something did get clicked on,
or something was exploited, that that software had the chance to catch it on the fly.
But we couldn’t license that for personal devices: too expensive, maintenance. And so, some of
that funding allowed us to get robust protections out to the devices employees were using, even if
they were taking it on networks that we no longer owned and controlled.
By the way, that was one of the changes in the world: how do we make sure that we don’t care
what network you’re on, we just know the device you’re on, and the service you’re connecting to
is secure. And so, it shifted security to those areas, and required some funding in those areas.
[40:36]
I’ll also note, for the record, we used (I think) six to seven million dollars of the $124 million at
Utah State University. We upgraded a lot of outdoor wireless; we upgraded wireless connectivity
at the Utah State University Spectrum (our basketball stadium), to support social distancing.
When the weather was nice, we actually set up tents on the quad, and in the little mini-quad
between the library and the Science Engineering Research building, where classes could hold
events outdoors, or hold their classes outdoors.
I remember out in front of my office, orchestras would come to practice. And we needed to make
sure that in that social distancing outdoor environment of Covid, where some things were still
occurring on campus, that they had wireless connectivity where we hadn’t thought of putting
wireless connectivity before.
In fact, there were some discussions where we’re like, “You know what? We need to make sure
we have wireless connectivity in the parking lot.” If a student can’t get access at home, maybe
they need to show up and park in the parking lot on the university, and hold class in their car,
socially distant, isolated (because they’ve got doors), because they weren’t able to do that at
home.
And so, we got coverage in places to support – we were throwing out all sorts of weird ideas like
that. Now, I don’t think that happened very often in practice, but that’s something that we
absolutely thought about, and used some of this CARES funding to get broad outdoor coverage,
so that people could sit on their own, under a tree, in the middle of nowhere; or in their car, on a
parking lot and have connectivity.
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And so, there was an incredible amount – that was an unforeseen impact on the IT staff, to
upgrade thousands of access points: the cabling and wiring. We wanted to make sure that we
could support 6,000 people in the Spectrum if we needed that. That we could do massive social
distancing in something as large as a basketball arena, to hold classes if we needed to.
[42:55]
And so, some of that funding allowed us to upgrade that infrastructure, as well as (of course) the
security pieces. Of course, employees were expected to document university equipment that they
brought home. People took office chairs home in a lot of those areas.
Here’s an interesting point that we did discover – and this is still a problem today, by the way.
Internet service providers like Comcast, or CenturyLink (now called Lumen) – those who sell
internet services to customers at home: they sell bandwidth and you get all this download speed.
You know, imagine you get 50 megabits per second now, or 100 megabits per second of
download. A lot of people didn’t realize their upload speeds were very, very tiny. You’d get 100
megabits of download, but you’d only get five megabits of upload.
So, think about that. That’s five percent capacity on upload. Now imagine that you’re a large
Utah family, with a lot of children. And they’re all – you know, in the past, internet service
providers were like, “You know what? Everybody only downloads. Who uploads anything? And
when they do, it’s because they’re stealing movies and they shouldn’t be doing it.”
And so, internet service providers had this massive imbalance. But now you’ve got a five-kid
family, with two parents all uploading high-definition videos, they’re trying to participate in bidirectional audio and video. And suddenly five megabits per second up – that could be consumed
by two computers; just two in the house. What do you do in a situation like that?
This is an area where corporate internet service providers – and I will say quite frankly – in their
greed and lack of preparation did not step up to the plate like companies like Zoom, or others did,
to support the pandemic.
[45:05]
In fact, many service providers enforced those limits, and said, “If you want to increase those,
sure you can – but pay us ten dollars a month more.” You know who that impacts? That impacts
the digital divide, and those who don’t have the resources to pull it off. And that was an
unfortunate thing that we discovered.
And that, again, said, “Well, where at Utah State University can we help? We can still get you on
our campuses because we’ve got a lot of geography, we’ve got a lot of buildings, we’ve got a lot
of parking spaces, we’ve got stadiums. We’re built statewide. Come and do your stuff here if
your home internet doesn’t work.”
In the state, along the Wasatch Front, there were some units that were actually handing out cell
phone subscriber units that people could take home and have networks separate from their home
networks, to do education. Especially in the K-12 arena, this was happening. But that was fairly
expensive though, because the mobile companies were charging (on average) $40 a month for
those services. CARES funding helped with that, but that’s not sustainable for a family.
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And I know there’s a lot of squirrel in that answer, as I shot from point to point.
TW:

It was good. It was good.
So, as we were preparing to come back to campus, after the closure, in the academic year 20202021 –

EH:

Um-hmm?

TW:

And this could also be true of 2021-22 –

EH:

Um-hmm?

TW:

How did IT Services navigate the preparation, and then the actual operations and educational
mission of Utah State University?

EH:

As we talk about return, there’s one more thing I think I need to talk about and get on the record,
that I neglected to mention, that was actually a huge piece in determining if and when we could
return. And that was contact tracing; administering of and tracking of health and viruses, and
vaccines.

[47:25]
How do we know what’s happening in the university, so we can even judge when and where we
could change to even come back?
And I’m glad you asked the question, because it would be a travesty to not talk about how we
dealt with that at Utah State University. This is one of those areas where we were fortunate, and
ahead of most other universities in the state, in that we had created a team called the Workflow
Automation Team.
On campus this is known as the Service Now Team. That won’t mean anything to anybody
listening to this years in the future.
This was a team that knew how to rapidly develop workflow. Workflow is a term for essentially a
flow chart. If you need to get a decision made, get some data, look at that data, get that data to a
set of people: individuals, communities, or groups. Have them make a decision on that data, then
kick it over another group; then trigger a system to automate. That’s what a workflow is.
Imagine a large chart that’s got a flow of decision making and data inputs. Now, think about the
name of this team again: Workflow Automation Team.
Covid decision making was nothing more than data and flow charts to make decisions. “Hey
wait! We’ve got this tool, this platform product called Service Now. Hey wait! We’ve got six
full-time employees who know how to use this to rapidly collect data, create dashboards, get
those to people where people are needed.” To have them sign off on something, or to automate
triggers an information flow around the university.
[49:30]
So, we were able to build very simple things from, “Sign up to get your vaccines.” To very
complex things like, “Hey, students – as we start coming back to the university, let’s stick
stickers on every seat at the university, so that you can record your seat location where you sit in
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class.” University has never done assigned seating, that’s not something we ever did. We stuck
stickers in every, single classroom – and this was in collaboration with Academic Instructional
Services, and Robert Wagner’s group.
So much awesome collaboration. We learned to work together through Covid, by the way.
Through sticking these stickers and asking the students in our Canvas Instructional system, “Hey,
record your seat number.” Our Workflow Automation Team could take that data, hand it to our
contact tracers. And the contact tracing system was also built by IT.
Where when someone was tested, or reported sick from Covid, we know their student ID.
Suddenly, we can correlate where does that student go to class? Because we’ve got their class
systems in our IT systems. Not only do we know what classes they are, we know what buildings
those classes are in. Not do we only know what classrooms those are in, we now know what seat
the student was in.
And using technology, we can now correlate who were they sitting next to during that class? Now
Utah State University can contact the people who were sitting next to that student, without having
to notify every student in a 200-person, multi-section, multi-geographic course.
Now, instead of shutting down a class, we could say, “Just this student and group of students that
you are around, be cautious and go remote for a period of time.”
[51:33]
We set up a system of red, yellow, green in the classroom, based on data, and empowered by this
Workflow Automation Team process, to automatically notify faculty when a student needed
Covid accommodations. To change a faculty member’s class from green (no issues), to yellow
(you’ve got a few cases) – and they’re being taken care of, but you don’t need to change your
class from in-person to remote. To red: wow, there’s a lot of spread in your classroom, let’s get
you all remote.
And to use technology to automate this, because the most limited resource we had in Covid turns
out wasn’t money; it was people’s time and attention. So, how can we build services to minimize
the time and attention that our humans have to spend, but get great information that we can react
in real time out to folks.
Some of the data that we were consuming also included our great scientists, who there are other
interviews, who talk about the process by which we learned to detect Covid in human waste
product, before people even had symptoms. Well how can we consume that in IT, to inform
contact tracers, and data, and dashboards so that we know how to react? Because where people
didn’t have great workflow automation, they were taking people’s time, which slowed things
down.
Where we weren’t using great, granular data – people were having to say, “One thing or the
other.” This enabled Utah State University to act specifically, safely, and granularly to maintain
the experience of Utah State University, without having to say, “All in or all out!”
[53:30]
Covid started as, “Everybody out of the pool!” Covid grew into hybrid: some people here, some
people there. Based on the situation, this group changes, but we don’t need to affect all 30,000
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students at the university. And data and information technology, and collaboration enabled us to
become more responsive and to support hybrid.
But as we were coming back, hybrid became the challenge as well. It was easy to teach, because I
taught in the classroom. It was easy to teach all remote, because we were all remote. It was easy
to teach all in-person, because we were all in-person. But what if we were half and half: some
people remote, and some people in-person? That is hard to pay attention to the in-person people,
and not leave the remote person (or persons) – it became a new form of digital divide.
The hybrid digital divide of remote versus in-person: from a work perspective, and from a
teaching perspective. And that’s where we are today, even. How do we manage remote? We
knew how to manage remote. How do we manage hybrid work? Where some people are remote
and some people are in-person. Because there’s a digital divide that happens.
When you’re in person, you see body language, there is interaction. What if the microphones
aren’t working great, and not everybody can hear what everybody is talking about in the
classroom? Now, there’s a disadvantage to the people in hybrid.
So, as we were coming back dealing with the hybrid workplace is much harder than dealing with
the remote-only workplace. Same for education, and same for teaching. You won’t find a single
faculty member (I don’t think) who wouldn’t agree with that statement. Dealing with a hybrid
classroom is harder than dealing with a remote classroom, or an in-person classroom.
[55:30]
And so, as we come together where does remote work well? How can we maintain that, and keep
that going? Where does in-person work well? How can we get people back where that really is
best? Then the weird world of hybrid. And we don’t know how to do that well yet. And we’re
learning. And that gray, middle ground is the changed world that there’s a lot of opportunity to
figure out, to try to minimize the hybrid digital divide.
TW:

So, two years through the Covid pandemic, and what would you say are the major lessons learned
from your, and your team’s perspective?

EH:

From the human side? It ain’t about servers and wires; we’re dealing with people. And all of us,
as employees, we’re humans with families and homes (or apartments). It’s the idea of treating
employees and students more holistically, in thinking about the contexts in which they live. And
finding ways that the tools, techniques, pedagogies can support the whole human in their
environment. And not making it only work in the artificial environment constructs that we used to
work in pre-Covid.

[57:31]
“Here is work, here is home – never the ‘twain shall cross.” You know what? They always did
cross. And in Covid, that understanding that greater culture and enabling flexibility, and dealing
with the difficulty of hybrid while understanding the human situations people are in.
You know, it’s interesting – has Covid helped us work better for those portions of the population
that in the state of Utah have traditionally found it more difficult to enter into the workforce?
Working mothers, for example: women in the workforce, traditionally underserved populations.
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You know, helping technology in the flexible workforce – let’s keep it going, so that that
population (in their context) can now be part of it.
We don’t have to say, “No, you can’t because you’ve got kids, and you’ve got two people
working, and you can’t show up here.” Previously, we lost those persons inputs.
And it’s weird to say, “How did that change IT?” I don’t think it is. That’s how IT is a tool, sort
of how we started this conversation, is that opportunity to make things work in bigger, wider,
more holistic contexts; so, that we, as a human workforce, can help each other further and better.
[59:33]
It also says that, “You know what? Workflow and automating matters.” Where can we reduce the
time and attention humans have to spend, and automate that using technology, so that humans can
pay attention where they need to pay attention. And that includes the context, and the family, and
the home pieces.
Covid kind of messed up work-life balance. I’ve heard people say work-life balance didn’t exist
during Covid. I think that’s something we’ve got to deal with still, but it also opens up the ability
for people who couldn’t contribute to work in the betterment of society, the opportunity to join
the workforce again if we’re willing to change. But that requires us to automate certain things, so
that we can pay attention to the human needs society has.
And I will say if we’re doing it right, Covid helped humans in the workforce to be more flexible.
And I hope that we, as humans, can take advantage of that to get more people in more situations,
more holistically making this world work.
TW:

Is there anything else you would like to add about your and your team’s experience with Covid at
USU?

EH:

I will say this: we learned a lot about each other. And we became grateful.
You know, going through stuff together, having some success, making a difference mattered. And
I, and my teams are super grateful to have been part of Utah State University, to have been able to
solve some of these problems, and to get us through this, and to keep us all going along: warts
and all.

[1:01:39]
You know what? A sense of accomplishment matters. Nobody should be working just to work
and get a paycheck. And I think that’s also, you know, some of the things that have come out in
Covid is this – the workforce has changed. What people want out of their life and their jobs has
changed.
And to say that we, I think, have learned to focus more on meaningful work, rather than just work
work – we’ve informed each other on what’s important, and what’s meaningful. And making
work be meaningful has been a great outcome.
And it’s just been a privilege to work with the humans who happen to have some amazing
technology, and some amazing tools. And we can say, “Wow, we did it.” And I think we’re
stronger because of it. And there’s a heck of a lot more work to do. And isn’t that meaningful?
And isn’t that a fabulous opportunity? I can’t wait for the next 30.
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TW:

Well, Mr. Hawley, I would like to thank you for your time this morning discussing you and your
team’s experiences with the Covid pandemic.

EH:

Thank you.

[End recording – 1:02:54]
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